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1. Troubleshooting

This troubleshooting guide is intended to provide guidance in the detection and correction of issues while installing
the tool emBridge.

Troubleshooting steps
Kindly follow the troubleshooting steps as mentioned in Figure 1 while installing emBridge.

Components Involved

End-User portal

Crypto .
Tokens/Dongle emBridge

Drivers of Crypto
Tokens/Dongle

Figure 1

Basic Instructions

e Check if emBridge is installed and running in the system.

e Check if the correct Dongle/ Crypto token are connected with a system.

o Check if the right drivers are installed with respective Dongle/ Crypto tokens in the system.
o Check with the end-user portal/application/website is functioning.
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Handling proxy

I.

ii.

In local area network (LAN) setting if proxy is enabled via “use automatic configuration
script” then please contact respective IT team to add exception for below mentioned URL.

localhost.emudhra.com [refer Figure 2]

Local Area Metwork (LAN) Settings

I S|

Automatic configuration

Automatic configuration may override manual settings. T
use of manual settings, disable automatic configuration.

Automatically detect settings
U=ze automatic configuration script

Address

Proxy server

[l Use a proxy server for your LAM (These settings will n
dial-up or VPN connections).
10.80, 106.84 808

Bypass proxy server for local addresses

o ensure the

ot apply to

Advanced

Cancel ]

Figure 2

In local area network (LAN) setting if proxy is enabled via “us

e a proxy server for your LAN”

then check “Bypass proxy server for local address” and click on Advanced button then add

exception in advanced setting as shown in Figure 3.

Prowsy Settings

S|

Servers
L= Type Proxy address to use
e =
HTTP: 10.80.106.84%
Secure: 10.80.106.84%
FTF: 10.30. 105.849
Socks:

Use the same proxy server for all protocols

Exceptions

L =

e, =

Port

a03

a03

a03 II

Do not use proxy server for addresses beginning with:

localhost.emudhra. com;|

Use semicolons  ; ) to separate entries.

Figure 3
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Handling SSL

I. On browsing URL : https://localhost.emudhra.com:26769 in “Chrome” if SSL exception

occurs as shown in Figure 4, click on Advanced and then click Proceed to

localhost.emudhra.com as shown in Figure 5.

A

Your connection is not private

Attackers might be trying to steal your information from localhost.emudhra.com (for
example, passwords, messages, or credit cards). Learn more

MNET:ERR_CERT_AUTHORITY_INVALID

[C] Help improve Chrome security by sending URLs of some pages you visit, limited sy

information, and some page content to Google. Privacy policy

Adwvanced Back to safety

Figure 4

A

Your connection is not private

Attackers might be trying to steal yvour information from localhost.emudhra.com (for
example, passwords, messages, or credit cards). Learn more

MNET:ERR_CERT_AUTHORITY_INWVALID

[] Help improve Chrome security by sending URLs of some pages you visit, limited system

nformation, and some page content to Google. Privacy policy

Hide adwvanced Back to safety

This server could not prove that it is localhost.emudhra.com; its security certificate is not
trusted by your computer's operating system. This may be caused by a misconfiguration or
an attacker intercepting your connection.

Proceed to localhost.emudhra.com {unsafe)

Figure 5
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11.0n browsing URL.: https://localhost.emudhra.com:26769 in “Firefox” if SSL exception occurs
as shown in Figure 6, click on Advanced and then click on Accept the Risk and

Continue as shown in Figure 7.

Warning: Potential Security Risk Ahead

Firefox detected a potential security threat and did not continue to localhost.emudhra.com. If you visit this site,
attackers could try to steal information like your passwords, emails, or credit card details.

What can you do about it?

The issue is most likely with the website, and there is nothing you can do to resolve it.

If you are on a corporate network or using anti-virus software, you can reach out to the support teams for assistance.
You can also notify the website's administrator about the problem.

Go Back (Recommended) Advanced...

Learn more...

Figure 6

Warning: Potential Security Risk Ahead

Firefox detected a potential security threat and did not centinue to localhost.emudhra.com. If you wvisit this site,
attackers could try to steal information like your passwords, emails, or credit card details.

What can you do about it?

The issue is moest likely with the website, and there is nothing you can do to resclhve it.

If you are on a corporate network or using anti-virus software, you can reach out to the support teams for assistance.
¥ou can also notify the website's administrator about the problem.

Go Back (Recommended) Adwvanced...

Learn more...

Someeone could be trying to impersonate the site and you should not continue.
Websites prowve their identity via certificates. Firefox does not trust localhost.emudhra.com:26769
because its certificate issuer is unknown, the certificate is self-signed, or the server is not sending the

correct intermediate certificates.

Error code: SEC_ERROR_UMNEKMNOWRMN_ISSUER

View Certificate

Go Back (Recommended]) Accept the Risk and Continue

Figure 7

Others
e Use latest browsers if possible.

e Use same version of token drivers as token used.
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