Installing JAVA Version

NOTE: JAVA to be used for the Easiest application needs to be of latest
version installed from the developer site and £l lava (32-hit] only)

STEPA: In Google Search, type “JRE 8” and press enter key.

Google

jire 8

jre 8

jre 8 151 32 bit

jre 8u161

jre 8u151

jre 8 update 151 64 bit
jre 8 update 51
jre 8 update 92

jre 8u144 download
jre 8 update 171

jre 8 for 32 bit

Google Search I'm Feeling Lucky

STEP12: Click on the 1% link for going to the JAVA site.
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STEP3: In JAVA site, select “Windows x86 offline” as shown below:

- - Java EE and Glassfish

Java ME Java SE Runtime Environment 8 Downloads =

Java SE Advanced & Suite Do you want to run Java™ programs, or do you want to develop Java programs? If you want o run  Java ME

Java Embedded Java programs, but not develop them, download the Java Runtime Environment, or JRE™ 5 Java Card

Java DB Ifyou want to develop applications for Java, download the Java Development Kit, or JOK™. The JDK & NetBeans IDE

Web Tier includes the JRE, 50 you do not have to downiead both separately. & Java Mission Confrol
JRE 8u171 Checksum -

Java Card JRE 8u172 Checksum Java Resources

Jaa Ty & Java APl

Hewlo fava " o & Technical Atticles

Community Java SE Runtime Environment 8u171 * g ARCes

. You must accept the Oracle Binary Code License for Java SE this # Demos and Videos
Java Magazine ‘software.

& Forums

$ Java Magazine

O Accept License Agreement
Product / File Description File Size Download

Decline License Agresment

Linux %86 64.47 MB_ &jre-8u171-linux-i586.rpm ¥ Developer Training
Linu x86 8033 MB Sjre-2ulT i Tutorials

Linux x64 6143 MB_¥jre-8ul7

Linu x64 7741 MB Sjre-8uiT Java.com

Mac OS X x64 7458 MB_ ¥jre-8u171-macosx-x64.dmg

Mac OS X x84 6621 MB_ Sjre-8u171-macosx-x64 lar.gz

‘Solaris SPARC 64-bit 5213 MB_ ¥jre-8u171-solaris-sparcvd lar.gz

Solaris x64 50.03MB Sjre-8ul71-solaris-x64 lar gz

Windows x36 Oniine 179 M8 Fire-8ul71-windows-i586-iftw.exe

Windows x86 Offline 61.66 MB_ &jre-8u171-w
Windows x86 64.84 MB &jre-Bul71-y
Windows x64 685MB_ #jre-Bul71-v
Windows x64 68.02 MB &jre-Bui71w

indows-x64 ar.gz

Java SE Runtime Environment 8u172

You must accept the Oracle Binary Code Liﬁ:&l:se Agreement for Java SE to download this
software.

© Accept License Agreement Decline License Agreement

Product / File Description File Size
Linux x86 " 64.49 MB _ jre-2u17: DOWnload the
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‘Solaris x64 50.04 MB_ ¥jre-8u172-50laris-x64 tar gz °
Windows x36 Online 179 MB_ $ire-Bul72-windows-i586-iftw.exe gettlng J AVA
Windows %36 Offiine 61.68 MB_Ejre-8u172-windows-i586 exe
Windows x86 64.85MB _Sjre-Bul72-windows-i586 tar.gz
Windows ¥64 68.54 MB_ Sjre-gu172-windows-x64.exe

Windows x64 68.94 MB  §jre-8ul72-windows-x64.tar gz




While trying to commit or approve a transaction punched by a DP or CM error message
displayed as “Object doesn’t support this property or method” or “Failed to validate
certificate” or “Wrong or Null Password”.

Application Blocked for Security |t S|
Failed to validate certificate.
The application will not be executed.

Name: JSignApplet

Location: https:/fweb.cdslindia.com

OK |[ More Information... ]

essage from webpage |

a An exception occurred ! Error name; TypeError, Error message:
& lé. Object doesn't support property or method 'setPKCS1 10T

N

Reason: Either Java application not installed or its settings are not properly set.

Solution: There are basically 3 Main Settings to resolve this issue. They are as follows:

A. JAVA Settings

STEP 1: First inform the user to remove the E-token connected from the USB slot. Then go
to CONTROL PANEL > PROGRAMS -> JAVA (to check JAVA version installed).

=
{Generali| Update | Java | Security | Advanced

About
View wversion information about Java Control Panel.

About. ..
Network Settings

Metwork settings are used when making Internet connections. By default, Java will use the network
settngs in your web browser. Only advanced users should modify these settings.

Metwork Settings. ..
Temporary Internet Files

Files you use in Java applications are stored in a special folder for quick execution later. Only
advanced users should delete files or modify these settings.

Settings... View...
Jawva in the browser is enabled.
See the Security tab
Click on
SETTINGS
Button
Cancel Apply

STEP 2:

| 4 | Keep temporary files on my computer.:

Then click on

Location
Select the location where temporary files are kept: DELETE
YWisersnikhilk\AppDataiLocalLow\Sun\Java\Deploymenticache Change... FILES Button

Disk Space

Select the compression level for JAR files: Mone

First remove
the tick from
this Checkbox

Set the amount of disk space for storing temporary files:

Delete Files... Restore Defaults

QK Cancel




Select the location where temporary files are kept:
|‘UJsers\r'lild"li|k\.ﬂ\ppData\.LomlLow\,Sun‘\,Jaua\Deplowﬂent\Gche | Change...

Disk Space
Select the compression level for JAR files:

Set the amount of disk space for storing temporary files:

Q 32768
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Pla... Product Location Path Runtime Parameters  Enabled  Archite...
18 |1.8.0_111 |rtip:ffiava.... [E:\Program ... ] %36
Find | | Add | Remove




STEP 6:
Click on this EDIT SITE LIST

sepellloprarilpmel| Secit [aene Button to add the following URLs:

Enable Java content in the browser;

https://www.cdslindia.com

Security level for applications not on the Exception Site st https://web.cdslindia.com

very High https://app.cdslindia.com

Only Java applications identified by a certificate from a trustq . . .
and only If the cartificate can be verified as not revoked. http://www.cdslindia.com

High

Then Click on APPLY & OK.

Java applications identified by a certificate from a trusted au
the revocation status of the certificate cannot be verified.

Exception Site List
Applications launched from the sites listed below will be allowed bo run
prompts.

Edit Site List...

Restore Security Prompts Manage Certificates. ..

STEP 7:

- Then check this
option

Don't prompt for client certificate selection when no certificates or only one exists

- Warn if site certificate does not match hostname
[T Show site certificate from server even ifit is valid

Mixed code (sandboxed vs. trusted) security verification

®) Enable - show warning if needed

nable - hide warning and run with protections

nable - hide warning and don't run untrusted code

+{_) Disable verification (not recommended)

Perform signed code certificate revacation checks on

() Publisher's certificate only

Il certificates in the chain of trust

0 not check (not recommendd)

Check for signed code certificate revocation Lsing

Certificate Revocation Lists (CRLs)

+(2) Online Certificate Status Protocol (OCSP) .
0 2ot Rt and 05 Then check this
Perform TLS certificate revocation checks on

-0 Server certificate enly optlon
I certicates in the chain of rust ——__
B O Do not check (not recommended},

Check for TLS certificate revocation using
Certificate Revocation Lists (CRLs)
#-+(7) Online Certficate Status Protocol (OCSP) v

Cancel Apply

Click on
ADVANCED
Tab

B. BROWSER Settings

SEEBEE Now open the Browser (Internet Explorer 10.0 & above).

tes
s Delete Browsy Ctrl +Shift+Del
b InPrivats Browsing Ctrl+Shiftsp
is
Diagnose Connection Problems..
Reopen Last Browsing Session
Xp InPrivate Filtering Ctrl+ShifeF
InPrivate Filtering Settings Click on Tools
an Pop-up Blocker v
SmartScreen Filter »
Col Manage Add-ons
orl | Compathility View
Corpatibility View Settings
Subscribe to this Feed. Click on Internet
Feed Discovery v .
Windows Update Optlons
Dewveloper Tools F12

Virtual Keyboard

Internet Options




Tnternet Options
You can add and remove w
thi will 200

Addthis wel

o ta the zane;

( Add4
wabshos:

it ecopp, cdsindia com [ remova |
b cdslnda com

rver verification (Ritps:) for al skes in this zane
[ core
[ JEnablo Pretacted Made (raquies restarting Intsnet Explorer)

Starip
Start with tabs from the last sesson
9 5tart wth home page
Tas
Change how mebpages are degiayed ' labs. Tabs

tronang ety
Delete temporary fles, history, cookies, saved pasewords, and web
o by

[ Dt trowsng hstory on et
Agpee orce
Calors Languages Forns. Acembity

ary Tnternet fles
websites to retain preferences and display faster.

Temporary Internet files and website files
Copies of webpages, images, and media that are saved for faster

Cookies and website data

Files or databases stored on your computer by websites to save
preferences or improve website performance.

History

List of websites you have visited.

Download History
List of iles you have downloaded.

Form data
Saved information that you have typed into forms.

Passwor
Saved passwords that are automatically filed in when you signin
0.2 website you've previously visited

- 5 . . .
Alist of websites excluded from fitering, data used by Tradking
Protection to detect where sites might automatically be sharing det
‘about your vist, and exceptions to Do Not Track requests.

talls

‘About deleting Delete Cancel

Select a zone to view or change security settings.

Tnet Trusted sites  Restricted
stes

e Lot ==
“This zone contains websites that you

Erusk not to damage your computer of

vour Fles,

Security lavel for Hhis zone

Alowed levels for this zone: Al

S Medium-low

| - Appropriate for websites on your local network

S ntraner

~ Miost content wil b run withoLE prampting you

- Unsigned Activel? controls willnat be downloaded
- Same as Medium level without prompts

Enable Protected Mode (requires restarting Internet Explorer)

Custom level, Defaul level
Reset allzones to default level




Interet Options

T R P e [

Bring the slider down to
MEDIUM LOW

elect 2 zane ta view or change securiy settings.

v

Intemet  Local intranet TR

Restricted
stes

Trusted sites
This zone contains websites that you -~
trust not to damage your computer o

your files,
Vou have websites in this zane.

~

Security level For this zone

Allowed levels for this zone: Al

Click

Bt}
) = Most contert: vl be runitheut propting vou OK
Unsigned Active controls will ot be dornloaded
~Same a3 Mecium lsvel wehed prompts

Medium-low,
- o websites on your locsl network

[ IEnable Protscted Mods (requires restarting Intemet Explorer)

Custom level.. Defautt level
Reset all zones ta defauk leve]

Delete browsing histar

InPrivate Browsing

Click on
TOOLS

Turn on Tracking Protection
ActiveX Filtering
Fix connection problems...

Reopen last browsing session

Add site to Apps

View downloads Ctrl+) Chck on MANAGE

Pop-up Blocker ’
Smartscreen Fiter , ADD-ONS

Manage media licenses

Manage add-ons ~“~

Compatibility View settings

Subscribe to this feed...
Feed discovery ’
Windows Update

Performance dashboard Ctrie Shift-U
F12 Developer Tools

Report website problems

Intemet options

View and manage your Internet Explorer add-ons

Neme Publisher Status Architecture  Load tir ~

& Toolbars and Extensions Microsoft Corporation

Search Provid
/- Search Providers NameCtrl Class Microsoft Corporation  Enabled 32-bit

Micrasoft Corporation  Enabled 32-bitand ..

[ Acceterators Not Available

(© Tracking Protection £ Research Not Available Enabled 32-bit Enable these JAVA

Qracle Ameiica, Inc.

Java(tm) Plug-In S5V Helper Oracle America, Inc. Enabled 32-bit PL' GINS
Java(tm) Plug-in 2SSV Helper  Oracle Americs, Inc. Enabled  32-bit
show:

Currently loaded add-ons vl R

Select an add-on to modify status or view details.

Find more toolbars and etensions..
Leam mare about toolbars and extensions ks




C. Stop & Start of Smart Card Service

STEP 1: Right click on the “Microsoft Windows Icon”.

Programs and Features
Power Options

Event Viewer

System

Device Manager
Metwork Connections
Disk Management
Computer Management
Command Prompt

Command Prompt (Admin) .
Click

Task Manager on
Control Panel RUN
File Explorer

Search

Run —

Shut down or sign out r

Desktop

STEP 2: Then click on “RUN” option. Type “services.msc” in the box and click on OK.

=== Type the name of a program, folder, document, or Internet
=0 resource, and Windows will open it for you,

Open: | SEnvices.msc v|

‘ OK H Cancel H Browse... |




Services (Local)
Smart Card

Stop the service
Restart the service

Description:

Manages access to smart cards read
by this computer. If this service is
stopped, this computer will be unable
to read smart cards. If this service is
disabled, any services that explicitly
depend on it will fail to start.

MName
% Secondary Lagan

%, Secure Socket Tunneling Protocol Service
£ Security Accounts Manager

£ Security Center

& Sensor Monitoring Service

G Server

% Shell Hardware Detection

* 4 Smart Card

‘: Smart Card Device Enumeration Service

&4 Smart Card Removal Policy

55 SNMP Trap

% Software Protection

4 Spot Verifier

£ SSDP Discovery

G4 5till Image Acquisition Events

£ Storage Service

C% Superfetch

&4 Symantec DLO Desktop Agent Change Journal Reader
£ System Event Motification Service
£, System Events Broker

£ Task Scheduler

54 TCP/IP NetBIOS Helper

G Telephony

£ Themes

% Thread Ordering Server

& Time Broker

£ Touch Keyboard and Handwriting Panel Service
54 UPnP Device Host

£ User Profile Service

54 Virtual Disk

%4 Volume Shadow Copy

55 W3C Logging Service

4 WebClient

&4 Windows Audio

% Windows Audic Endpoint Builder
&4 Windows Biometric Service

Description

Enables star...
Provides su...
The startup ...
The WSCSV...
Monitors va..
Supports fil...
Provides no...

Creates soft...
Allows the 5.
Receives tra...
Enables the ...
Verifies pot...
Discovers n..
Launches a...
Enforces gr...
Maintains a...
Allows the 5.,
Monitors sy...
Coordinates...
Enables a us...
Provides su...
Provides Tel...
Provides us...
Provides or...
Coordinates...
Enables Tou...
Allows UPn...
This service ...
Provides m...
Manages an...
Provides W...
Enables Win...
Manages au...

Manages au...

The Windo...

Manages ac...

Status

Running

Running

Running

Running

Running
Running
Running
Running
Running

Running

Running

Running

Running

Running

Running

Startup Type Log On As

Manual Local Syste...
Manual Local Service
Automatic Local Syste...
Automatic (D...  Local Service
Manual (Trig.. Local Service
Autematic Local Syste...
Automatic Local Syste...

Automatic (T... Local Service
Local Syste...
Local Syste...
Local Service

Metwork 5.

Manual
Manual
Manual (Trig...
Automatic

Right Click on SMART
CARD service & click on
STOP. Then again Right Click
on SMART CARD services
& click on START.

Manual (Trige
Manual Local Service
Autematic Local Syste...
Manual Local Syste...
Manual Local Syste...
Manual Local Syste...
Manual (Trig... Local Service
Automatic Local Service
Automatic Local Syste...

Manual Local Syste...

\ Extended /(Standard

STEP 4: Then open Internet Explorer Browser and type the URL “www.cdslindia.com/help.html”
in the address bar. Scroll down and click on the link “Verify my E-token”

Java

» Java Trouble Shooting Guide.

» Download Java 6 /Java 7 /.Java 8

{elp on Etoken

» Gemalto - USE Token Driver and Help

* Download Gemalto token driver Fo

» How to install / Help for
» Verify my Etoken

Ssued Tokens T
0 token driver

{elp on Digital Signature Certificate (DSC)

» Digital Signature Certificate Enrollment Form and Guidelines %

» Annexure 9
» Annexure 10

Click on VERIFY MY

ETOKEN link.



STEP 5:

& https://web.cdslindia.com/easieasiest/verifytoken.html o~-c

jgested Sites v > MAIN_Web Server Statisti.. > DRS_Web Server Statistics ...

STEP 6:
1. Click OK to sign the request using Token,
2, Click Cancel to sign data Other options.
OK Cancel
STEP7:

% Allow access to the following application from this web site?

Web Site:  https://web.cdslindia.com

Application: UNKNOWN
Publisher:  Tata Consultancy Services Limited

This web site is requesting access and control of the Java applicatio n above,
Allow access only if you trust the web site and know that the applj
intended to run on this site,

@ Maore information




STEP 8:

STEP 9:

STEP 10:

STEP 11:

Select Device Type: Select the Token

Location of Library File: s

AladdineToken

GemaltoDotnetToken
Safe Sign/Moserbear

Look In: ||j System32

| iIDPrimePKCS11.c
) IDPrimePKC S1164.d1
[y iDstore.dn

[ IEAdvpack.dll

[y ieapfitr.dn

[ iedkes32.dn

4]

File Hame:

Files of Type: |Dynamic

|IDPrimePKCS11.dII

Enter Password:

Select Device Type: |other v

Location of Library File: |1d0ws\system32\JDPrimeF’KCS1 1 .dII| Browse

oK | | cancel |




STEP 12:

ﬁ Select yvour digital certificate to digitally sign file(s)

[

Ohruvari

lssued To I=sued By Serial Mo Expiration Date Il=suer Det:

Click [Wiew Certificate] to view more details of the certificate

ﬁ -

4 ] I 1w

Views Certificate [ oK | [ cancer |

Copyright {c} 2008 Tata Consultancy Services Limited.

STEP 13:
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