Central Depository Services (India) Limited

Convenient # Dependable € Secure

COMMUNIQUE TO DEPOSITORY PARTICIPANTS

CDSL/OPS/DP/POLCY/2023/517 September 01, 2023

MEASURES TO CURB MISUSE OF HEADERS AND CONTENT TEMPLATES -
SMSes

DPs are hereby advised to refer to communique no. CDSL/OPS/DP/POLCY/2023/200 dated
March 29, 2023. SEBI has further requested to expedite and complete the re-verification of headers
and message templates by Principal Entities (“PEs”) so as to stop their misuse by fraudsters who
have managed to get access of such headers or message templates. It may be mentioned that in
view of the challenges faced by securities market intermediaries and Mlls in respect of

implementing TRAI's earlier directions.

SEBI has also advised that all intermediaries who send bulk SMSes and referred to as Principal
Entities (“PEs”), inorder to strengthen the process so that only genuine communications go to the
consumers, may be sensitized with the following instructions of TRAI issued to effectively implement

the aforesaid Directions:

1. Whitelisting of URLs / Apks / OTT links / call back numbers by PEs
TRAI has issued directions for PEs to ensure that only whitelisted URLs / Apks / OTT links
/ call back numbers are allowed in the content templates. Message containing other URLs /
Apks / OTT links / call back numbers shall be stopped from further transmission. Variables,
if any, being used in message content templates need to be pre-tagged for the purpose they
are to be used so as to avoid misuse.

2. Digital Consent Acquisition (“DCA”)
On June 02, 2023, TRAI has issued a Direction to all the Access providers to develop and
deploy the DCA facility for creating a unified platform to register customer consent digitally
across all service providers and PEs. No other mechanism of consumer consent shall be
accepted for ease of confirmation and prevention of misuse. Accordingly, PEs need to
acquire digital consent of their consumers in co-ordination with their service providers as
per TRAI's directions dated June 02, 2023 (Refer Annexure).

DPs are advised to take note of the circular and ensure compliance.

Queries regarding this communiqué may be addressed to: CDSL — Helpdesk Emails may be sent
to: helpdesk@cdslindia.com and telephone number 08069144800.

sd/-

Nilesh Shah
Asst. Vice President — Operations
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TELECOM REGUI.ATORY AUTHORITV OF INDIA
YT RNER / Government of India

FEE Datede:l. line, 2023

‘Subjest: Pirection under section 13, read wlth sub-clanses {1} and {v) of slaxie

b of sub-section h nfsantion 11, pf the Teleco:n Reguhtory A‘uthorlty of India

Act, 1997 (24 of 1997) regaidii  implementation quigital Consent Acquisition

under Telecorm coﬁmemcial cOmmunicationg customer Preference
Regulations; 2018 (6 of 2018).

F. No. RG—251(6) 2022-Qe \M'lereas the Telecom Reguiatory Authorny of india {(hereinafter
referred as the 'Authedty'). established nder sub-section (1) of section 3 of the Talecom
Repilatory Authority. of Iridis Act, 1997 (24 of 1097). (haralnanbr referred to as "TRAI Aet').
has been entrusted -with discharge of cértaln funclions, inter alia, to regume the
telecemmunication services; ensure technical mmpatibmty and effective inter-connection
between different semee providers; lay-down the standards of quality of service to be provided
by the service provi ers and ensure :he QUalliy of service and. conduct the pericdical survey

of such shrvices provided by B sanvice providers soas'tapmtect the interest of the
consumers oﬂelea&mmumﬁaﬁmééwm :

2. AndwhereasmeAuﬂromyinexWSeofihepomwnfemduwnﬂundersewon
3& read with sub-clause (v) of cleisse (b) and ciatise(c) of subsection (1) of section 11, of the
TRAI Act, made ihé Tslecem Commerclal Communications . Customer Preference
“Regulations; 2018.(8 of 2018)_dated the 18th Jdully; 2018 (hersinafter- ﬁfbmd to a8 the
“regulations™, to regulata Unsoliglted Commprcial cammunieuﬂms ce), ,

3. And whereas regulation. Snﬂhemulahons provides fhat avery Access Provider shall
ensurethatany cumméwial communication using ifs network only takes plgeausmg regisnered
headers assigned to the sender farihe purpose of commercial wmﬂrumeatmn '

4  And whereas mgulaﬂon 5 of the regulations, inter alia, prowdes that every Actiess
Provider shall develop or cause fo develop an eeosys!sem 10 regulate the deljvery of the
commercial communications as pmdadforin the regulations; which includes facility to recond
_consents of the sibscribers acquitred by the senders for sending commsreial communicition
and maintain completé and accurate reconds of the.cansants, faciilty for revocation of consent
by tts subscribers and aocordingty pdate records of consant for the Subscribers, and. 10
comply with eny other directions; gmdalmes and Instructions assued hy the Aumoﬂty in this
fegard; .

5  And whereas sub-mgulatlw (1) eflegulaﬁan 8; interalia, provides that every Access
Provider shall estsblish Customer Preference Registration Faclity and make ‘necessary
-arcangements to facilitate its customers, on 24 hours and 7 days basis, throughout the year,
fo provide ways and means 1p-record consent or record revocation of consent related fo
commerdial communicatiori; '
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B. And whereas regulahon 8 of the regulations, inter alia, provides that every Access
Provider shall ensure that no commercial commiinicafion is made to any recipient, except as
per the preferences or digitally registered consents registered in accordance with the
regulations; .

T. And whereas regulatuon 11 of the regulations, inter afia, provides that every Access
Provider shall give due publicity through appropriate means fo make the customers aware
regarding the protedires and faciities for repistration of préferences, registration and
revocation of consents, and the procedures and facilities for making complaints of reporting
Ucg;

8. And whereas regulation 12 of the regulations, inter alia, provides that Access Providers
shall deploy, maintain and operate a system, by themselves or through delegatlon to record
preferences, consents, revocation of consents, complaints, efc., and to carry out pre-check
and post-checks in respect of commercial communication being offered for delivery and also
fo keep records of actions performed

9. And whéreas, wgulatmn 17 of the fegulations provides that the Authority may direct
Access Provldets to migke ehanges, at any time, in the Code of Practice and Access Provider
shall incotporate such- changes dnd submit revised Code of Prastiee within fiftéen days fiom
the daté of durealens mueﬂ in this regard; :

10. And wheneas gub-item {2) of item 4 of Scheduiei fothe reguiations, mter atia, provides
that every Am #remﬂer shall carry out CQnsent Registratxon Functions as provided in the
regulations, which reads as under:-

4, Every Acosis Provider shall cany out following functions: -

(2)-ConsentRegistt ’._ttenFumatmn {CRF)

(a) reveid consmt vig Custormer Consent Acqulsition Functionality on Consént
Register, on its own or through s apents, Yo facilitate consent acquirrs to record the
consent taken from thie customers in & robust manner um:h is‘indinistable and non-

repudiable and as specifiéd by relevant regulations;
{b) ~ Presenting content of consent ecquisition template fo the customer before
taking consent;

{c)  Taking agreement to the purpose of consent and delails of sender;
(d Aumsnticat'e customer giving the consent through OTP;

(e)  record revocatien of consent by the ustomer via revoke request in a robust
manner which is immutable énd nonrepudiable and es specified by relevant

regulations,

/] record sufficient contact information, valid for at least 30 days, required to
revoke consent and present it to recipient to enable them to submit request for revoking

consent;”
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1. And wheréas sub-item (4) of ftem 4 of Schedule | 1o the rem nter alia.
hat eve 168 Provkinr sl e o o e v ® regulations, inter alia, provides
that evary Aooess Provder ehallcary out Scrubbing Functions (8F) to process S o
defined In the reguiations, i a secure and safe manne, using firsfersrices and consery o
customers and category of content, . . -
12 - Al whersay sub-tem (1) of tem 6 of Sofiscue o the reguiaons, nst el piovides
$hat Svery Access Provider shal snéurs that contarit of any Coniméroial Comirication sent
by the: sendérs shiil be categortiad and compared witi the list of préferences of the reciplent
and/or purpose of conisent given by the recipient to the sénder for the purpase of Scrubbing
as provided in the regulations _énq_ihe relevant provisions of the said item reads as urider;
“6..Every Access Provider shall ensure that | | A

(1) contént of any commercial comrmunication sent by the sender(s) shall he

~categorized and compared with the list of preference(s) of-the recipiént and/or purpose

of consent given by the recipient io the sender for the purpose of scrubbing and for

this pyrﬁds&iapéessmréhawfenfsm that - Bl

(8)  any commrciel cbfrimunication through s network takes piace only using

| registered contant temiplatsis) for tranSaction and¢ or conteént termpiats(s) for

()
(c)

()  Every Access Provider shall suffix relevant information required fo révoke the
consent {0 the text of promotional message; :

13. Aﬂd whreas ftem 7 of -sa:oaule li to the mguiatiﬂns,imd;r alla, provites that very
" Actess Prévider shall establish fagilty for revoking the consent by its customers and t_f,e’
relevant provisions of the said flem reads as under:- |

7. Every Access Provider shail estellish facilly for revoking the cansent by its customers
and shall make necessaty aengeménts:- ) g

4} to receive request; fram the cuistomer, for revoking the vonsent, if any, given
oammercia commutilostion message or voice cal; . | :
{2)  to provide modes, 188 of cost, to the.oustomér, as per His cholce, o revake

@ sending SMS la shart cods 1909 with Label <Revoke> and <Sender
152 or tiephone rumber mentionsd n 1o message o g he
voice Gail received from the sender(s); or

: calfing on 1909 or number menticned for revoking wring
</ tfrek:gn?se call received from the sender(s); or

(i) caling &N customer cate rumbér; or )&&A%mc’w




(V)  Interactive Voice Res_pgnse System (IVRS); or

{v)  Mobile app developed in this regard ¢ )
( fobile app developed in this regard either by i ity o ,
other person or entity and approved by ﬂﬁrﬁmlﬁm or by any

(vi)  Web portal with authentication through OTP: or

(Vi) Any ather means as may be ridtified by thé Authorlly from time fo time.*
14.  And whereas, the Althority has observed that:-

(a) - promotional messages are being sent without scrubbi o
consents of the customers registered, and further, these messages aremmg the
9“_&8: ﬂ-;"-'? 'ﬁBNqu-@Maggg‘gg category; - ; ) Teewt . sent

consent of the subscribers, as envisaged in the regulations; Fegiaing ¢

() _ the consents acquired by the Pringipal Enities are-being used by the Access
Providers without m-veﬂﬁcaﬂah and updation as provided for In the regulations;

(d)  Digital Consent Acquisition and Revocition facilities are yet to be develo
and to be deployed by the Access Providers; developed

13, read with sub-tlauss (v) of clause {p) of sub-séction (1) of section 11, of the Telecom
Regulatory Authotity of Ifdia Act, 1997 (24 of 1987), heréby ditects all Access Providers to-

(8)  ensure thatno promotional essages are sent without scrubbing of the consent
and preferencs of the customers;

(b) ensure that no pfombﬁonﬁl megsages are ekt under the Service Message
category,

(c).  develop ard deploy, within fao moniths, from the date of iésus of this Direction,
Gigital Consent Acquisition(DCA) facility to-

() eriable subscribers to tecord their consents and revoke the same as
given in the regulations,

) ensure that short code 127x00x( or any other code a8 prescribed by the
g&thoﬂty) shail be used by all the Access Providers for sending consent
seeking message.

i develop 8 SMSAVRIOnline facility t register unwitingness of the
gg)stomers to QWWQ any consent seeking message initiated by any Principal
Entity and whitelist the telephone numbers of such cusomers and that no
consént seeking message shiall be delivered to such customers;

incipal Entity/Brand name is mentioned
=E6TT TNroUgT te short code;

)wﬁ-l {;—Lq:\::{ J1023

(iv)  ensure thet the scope and 2
clearly in the consent seeking message sent

——
HOLUL

&
L L



LU umidy (nfn

(v) " ensure that Principal | whitelist exsting URL&/AP
linka/Call Baick hurriber Within ofe mo éﬂerdwalopm:r';tofﬂigﬁalcéK‘rfeT:t
Acquisition facllity and sfter that only whitelisted URLs/APKS/OTT. links/Call
Back nuifiber and others ag may baspadﬁedbyﬂ\eMoﬁtyﬂ'omﬁmeioﬁme
shall be uud in the consent seeking messagn L=

o) - emuhe ﬂaai the wnsant aoquisltlbn eonﬁ:naﬁm meuage to the
customara shail also have information rela:ted to ravocaﬂon of{he conﬁent

(vn) ensure thatifs customer has rejeeted or not resnnded. to. the consent
sesking requests, no such messages {o the customer shall be initiated by the
same Principal Enfity for next ninety (90) days for thé same-conisent. However,
customers shall have the riglit to initiaté the consent reglstratlon request at their
own;

(viii)  ensure that Principal Eniily intiated consent acquisition procsss shauld
begin ority oné month gfter the Digifal Gonsent Acduisition Facity ie. fully
functiongl and advertised or 30 days after sucobssful impiementation of DGA,
whithever is salier; and unti then, only wsmmnlﬂmd bonsem aoquls’ltion
process. .shail ba feﬂawed

{d) ‘ensure thatin the first month after the cqmmnnoemeﬂt ofthe Principal
Entity initisted Consent Acqusisition progess, Principal Entities belonging to the

Banking, Insurance, Finance and Trading related sectors are of-boarded to
initiate Consent Acquisifion process and the remaining sector shall be on-
boarded in next two months;, -

(xj . edicatethe Pmcipal Enﬂtiaa about the process of takinig consent and
its veriﬂcaﬁonmmughmeass vaidersandfadlihtétheon-bpardlngot
Principsd Entiies;

(d) pive wide publicity tlarough vaﬂous mdia mdudmg piint media to the
Digital Qonse;ttAeunmMRevocahathmMng p’meess 80 that end users
are aware of

(xui; no oiher moge of consent. aoqulsﬁloﬂ process shall be adopted after
suooassful implementahen of the DCA platfomi as per schedule below and

) ﬂpdﬁteﬂiecodeofmctloa wmhihﬂftaandaysfmm date of issue of this
direction, ensiite compllance of the above direction as per the timelines given below
and ‘submit monthly progress report in the format o may be prescri d by the
Authority.




Timahnes f0r |mplementatlon fpr the Dtrecuon

'y Devalopment and Deplpyment of the Dlgital !ny 314 Suly 2023 R
nsent acquisition faciity 7 .

(_ii) IUser lmtlated oonsent aenuisltion - To start from _1'%l Auquet 2023
‘_din.' Witsisting oreting [By 31 Auguet 2028
 {URL&/APKs/OTTiLinks/call-back numbers -

"(iv)wlF"E -iriltiéted: consent aoduisition | | | To start from 1 September

‘ 2023 '
Pl Gn-boardmg of Principal Entities 23
\) 10 the Banking, lnsuranee, Finance fo 30& september 20

_ndra secturs

(_\_rli) boardmg of Pnncipal Ermtles E By 30" November '20'2:? |
: belgnggn_g to rema,;imag sec:ter-s ' ‘ ’

(Jaipa H Sing Toth ¢ 23

Advigor (QoS-l)

To,

All Access Providers (ingiuding Mis Bharat Sanchar Nigam Limited and Mfs Mahanager
Telephone Nigam Limited)



