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MALWARE INFECTION DETAILS 

 

DPs are hereby notified and requested to undertake appropriate actions as applicable to 

their environment as malware detected at CDSL. A brief description is given hereunder: 
 
1. Following are the Indicator Of Compromises (IOCs) which should be validated and 

updated in your anti-virus / anti-malware / firewall and other security devices: 
 
Hash Values: 
 

MD5 SHA256       
 

cfcc2ec7f91c125b10d2eccd
5f69db65   

9fd79779d8d8644e901997f864bf8d95fdd6bdb138c618
29d6bdb80a2b27abd6 

951dce6731c5f3d2dae5705
97bc19d59  

eee8150ba918a7ed099074a1b87a97b3c7f6648a763eed
d7096acf16f40e0a73 

98991e46004f13a4cfe8adb
bebab473d  

f582e67056ca8c8ffb5d080c82c7aa587c3101cc7a87959f
c7e8738fa1c61a87 

 

2. Command and Control (C&C) IP Subnet and URLs: 
 

5.44.42.0/24 
5.182.210.92 
185.213.175.12 

 
http://fersit.com/ 
http://afridda.com/ 
 

• Please reset your passwords for CDSL web facing portals used by your internal departments.  

 

• Do not use the last used passwords. Please ensure that the password is strong and follows 
the security best practises.  

 

Queries regarding this communiqué may be sent to CDSL – Helpdesk through e-mail on 

helpdesk@cdslindia.com or call us on (022) 2305-8624, 2305-8639, 2305-8642, 2305-8663, 2305-

8640, 2300-2041, 2300-2033 or 08069144800. 

 

sd/- 
 
Rajesh Nadkarni 
Chief Information Security Officer 
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