Central Depository Services (India) Limited

Convenient  Dependable  Secure
COMMUNIQUE TO DEPOSITORY PARTICIPANTS

CDSL/OPS/DP/POLCY/2022/419 July 26, 2022

CERT-IN ADVISORY - PREVENTING DATA BREACHES / DATA LEAKS

This is in reference to the Communique no CDSL/OPS/DP/POLCY/2022/121 issued to Depository
Participants dated March 03, 2022, regarding systems to be put in place for preventing the data

breaches /data leaks.

All Depository Participants are hereby advised to adhere to the Cert-In Advisory CIAD-2021-0004
dated January 20,2021 and are advised to have approved Data Loss policy to monitor and prevent

data leakage in the System.

Also, as part of the DP System Audit, the auditor should review:
a. Whether the Data Loss prevention (DLP) solution is in place.
b. Whether comprehensive DLP policy is in place.
c. Exception reporting and escalation mechanism is in place.
d. Whether incidents are reported in timely manner to CERT-IN, SEBI and CDSL.

References:
* CDSL Communique: CDSL/OPS/DP/POLCY/2022/121 dated March 03, 2022

Queries regarding this communiqué may be addressed to CDSL — Helpdesk: on telephone numbers
(022) 2305-8624, 2305-8639, 2305-8642, 2305-8663, 2305-8640, 2300-2041 or 2300-2033. Emails

may be sent to: helpdesk@cdslindia.com.

sd/-

Rajesh Nadkarni
Chief Information Security Officer
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