Central Depository Services (India) Limited

Convenient # Dependable <« Secure
COMMUNIQUE TO DEPOSITORY PARTICIPANTS

CDSL/A,I&C/DP/POLCY/2022/298 May 31, 2022

SUBMISSION OF ANNUAL SYSTEM AUDIT REPORT

Depository  Participants (DPs) are advised to refer to Communique no.
CDSL/AUDIT/DP/POLCY/2021/302 dated July 9, 2021, on submission of annual system audit

report.

In terms of SEBI Circular nos. SEBI/HO/MIRSD/CIR/PB/2018/147 and SEBI/HO/MIRSD/DOP/
CIR/P/2019/109 dated December 03, 2018 and October 15, 2019 respectively, the DPs are
required to submit the system audit report to Depositories annually within three months of the end

of the financial year. The Manual for submission of the report is enclosed for ready reference.

DPs are required to ensure compliance by submitting the system audit report to CDSL on or
before 30th June 2022.

Queries, if any, regarding this communiqué may be addressed to CDSL-Audit on (022) 2305
8515 / 2305 8679 or 2305 8678.

sd/-

Ajit Prabhu
Sr. Manager — Audit, Inspection & Compliance
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Manual for Submission of Annual System Audit Report, Incident/ Quarterly reporting of
Cyber-attacks, threats and Reporting of Artificial Intelligence (AI) and Machine Learning

(ML) application and systems used by DPs

DPs are required to access the CDSL AuditWeb https://auditweb.cdslindia.com/Login.aspx

The DP can login into the same by using their Login credentials.

After logging in, the DP is required to create 2 user login i.e. Designated Officer and

CISA_Auditor. (Ref Fig. 1.1)

SiGN IN

r& Login Type Designated Officer v
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Registration for DP / RTA

For Designated Officer - The User ID will be

DPID + “_” + All characters before “@” of email ID of the user. Eg: 89900 vikasd
(vikasd@cdslindia.com) (Ref Fig. 1.2)

Y
job
(@
a
b


https://auditweb.cdslindia.com/Login.aspx
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|11

C:D Central Depository Services (India) Limited

Convenient * Dependable * Secure

AUDIT APPLICATION

SiGN IN
rf“ Login Type Designated Officer -
& user o 89900_vikasd
@ password sessess
153089 Q
Enter Code
L s
Forgot password Change Password

Registration for DP / RTA

For CISA Auditor - The User ID will be

“CISA_” + All characters before “@” of email ID of the user. Eg: CISA vikasd
(vikasd@cdslindia.com). (Ref Fig. 1.3)
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Different 2 logins are introduced in svstem

Central Depository Services (India) Limited

venient “ Dependable * Secure

AUDIT APPLICATION

SicN IN

oA Login Type cIsa_auditor ~
&, user 1D | CISA_vikasd |
&) Password Password

Forgot password Change Password

Registration for DP / RTA

Fig 1.3
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DP IT Official / CISA Auditor registration form

Czb Central Dt,pobltury SerlLu: (Indld) Limited

enient *

AuUDIT APPLICATION

Select Audit Type

--Select--

Select Audit Month

-

Select DP / RTA --Select-- ~

View DP / RTA Profile and Status of Reports

Wiew Auditor Profile

view Investor Complaints

Go to Login

Registration for Auditor |I Registration for Designated Officer / CISA Auditorl | User registration - Bidding DP

DesiGNATED OFFICER / CISA AuDITOR
REGISTRATION

rnf' Login Type Designated Officer v
g DP ID 89900
Q Mobile No Enter Mobile Mc

Email ID Enter Email ID

&\ New Password Password

ﬂ‘ Confirm Password Confirm Password
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Forgot Password - To get password, click on Forgot password.

C::D Central Depository Services (India) Limited

Convenient * Dependable

ure

AUDIT APPLICATION

ForcoT PASSWORD

T Login Type Designated Officer v

You Can Reset Your Password

“@» Email ID Email ID
Send Password
Go to Login Change Password

The Password will be emailed to the registered email ID of the User.
Change Password

CHANGE PAsswoORD

e r Login Type Designated Officer ~

You can reset your password here

Sﬁ-_,_.- User ID Enter Login ID
W@ Old Password Old Password

i Mew Password
= New Password

E—i Confirm Password Confirm Password

Save Changes
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mission of Annual m Audit R I

C::D Central Depository Services (India) Limited

zonvenient * Dependable * Sacure

AuDIT APPLICATION

Select Audit Type CYBER ANNUAL REPORT v

Select Audit Month March-2021 ~

Select DP / RTA 89500 - AMTIGER CONSULTANTS PRIVATE LIMITED

Confirm

Fig1.9

C::D Central Depository Services (India) Limited
e

Convenient * Dependable * Secure

AUDIT APPLICATION

CYBER SECURITY ANNUAL REPORT

B Audit Type CYBER SECURITY ANNUAL REPORT [l DP Name(ID) AMTIGER CONSULTANTS PRIVATE LIMITED
B Period 2021-2022
B Schedule No 202230700 BoriD 89900

Last date of Submission 30-Jun-2022 . |f the report is submitted after this date, then it will be treated as Late Submission.

Cyber Annual Report covers the following Branch DPIDs :-

Note:
- All sections are divided into separate section as per the framework laid down by
SEBIL

- System has provision to save the Cyber annual report section wise either
Designated Officer save the details section wise or to save entire details on one
click.

- If Auditor Comments are selected as “NO” then the Description of Finding/
Observation is mandatory. System allows 750 characters.

- Management comments are mandatory if Auditor Comments selected as “NO”.
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CYBER SECURITY ANNUAL REPORT

B Audit Type CYBER SECURITY ANNUAL REPORT
B Period 2021-2022
B Schedule No 202230700 @DPID

Cyber Annual Report covers the following Branch DPIDs :-

& DP Name(ID)

AMTIGER CONSULTANTS PRIVATE LIMITED

89900

Last date of Submission 30-Jun-2022 . If the report is submitted after this date, then it will be treated as Late Submission.

1. GOVERNANCE

2. IDENTIFICATION

3. PROTECTION

4. MoNITORING AND DETECTION

5. RESPONSE AND RECOVERY

6. SHARING OF INFORMATION

7. TRAINING AND EDUCATION

8. SYSTEMS MANAGED BY VENDORS

9. Al/ML

10. ADDITIONAL INFORMATION

AUDIT FINDINGS

B3 e

10. ADDITIONAL INFORMATION

Auditor  Checkpoint Description

Clause
10(8) | Whether any other deviation/non-compliance observed by auditor which is not specifically cavered

above?

10(6) | Whether any deviation/non- complisnce observed during last augit?
10[g  Ststus of complisnce for deviations observed during last audit

Attach File

Choose File | No file chosen m 89900_CML-Nomination Updated.pdi &

Note:

allow to submit the report.

DP Comments Description of Finding/ Observation CISA Auditor Comments
VES v test test

A P
YES hd test test

4 P
Complied il test test

A P

- Designated Officer needs to upload Annual report. If Designated Officer tries to
submit the report to CDSL without attaching annual report then system will not
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Sr_no

r Annual r

Audit_Type

CYBER ANNUAL REPORT

© status

© Audit Type

tch Det:

DP_ID

89900

REPORT STATUS

View Report O View File

CYBER AUUNAL REPORT

Schedule_Month Report_Received_Date

March-2021

Report_Status

Report not submitted by DP
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R ing for Artificial Intelligcen nd Machine Learnin

C::D Central Depository Services (India) Limited

Dependable * ure

AuDIT APPLI

‘

Reports
Select Audit Type CYBER ARTIFICIAL INTELLIGENCE AND MACHINE LEARNING REPORT ~
Select Audit Month December-2020 v
Select DP / RTA 89500 - AMTIGER CONSULTANTS PRIVATE LIMITED A
Confirm
Goto LDng
Fig 1.9

Central Depository Services (India) Limited

Convenient * Dependable * Secure

AUDIT APPLICATION

CYBER ARTIFICIAL INTELLIGENCE AND MACHINE LEARNING REPORT

@ Audit Type CYBER ARTIFICIAL INTELLIGENGE AND MACHINE LEARNING REPORT (@) DP Name(ID) 89900 - AMTIGER CONSULTANTS PRIVATE LIMITED
@ Audit Month 202012 @ Period Oct-2020 to Dec-2020
@ Schedule No 2020120001 [ - Jolo] 89900

Last date of Submission 15-Jan-2021

Basic Required Details

1 Entity SEBI registration number ABCDEFGH45222885544111111

2 Registered entity category

Exchange
3 Entity name Vikas Dhawde
4 Entity PAN no AKSPD39420Q
5 Application / Sysiem name Audit software
6 Date from when the Application / System was used 06-Jan-2021 [ ]
Fig1.10
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For Sr.N0 74, 78, 7¢, 7o AND 11. sysTEM ExCEPT ONLY 'YESINO/NA', KINDLY REFER INSTRUCTION FOR REFERNCE.

Srno. | Head

T Typeof areawhere Al or MLis used

Ta  Does the system involve order iniiation, routing and execution?

Instruct

order execution / Advisory services / KYC / AML/
Surveilance | compliancelothers (please specfy in
256 characters)

Yes/NO

o Does the system fall under discretionary investment or Portfolio management  Yes/NO

actiities?

Tc Does the system disseminate investment or trading advice or strategies?

7d  Isthe application/system used n area of Cyber Security fo defect attacks?

e What claims have been made regarding Al and ML Application / System - if

any?

8 Whatis the name of the Tool / Technology that is categorized as Al and ML
system / Application and submissions are declared vide this response

9 Howwas the Al or ML project implemented

Yes/NO

Yes/NO

free text ield

free text field

Internally /hrough solution provider / Jointly vith a
solution provider or third party

10 Arethe key controls and conirol points in your Al or ML application or systems  free text field
in accordance to circular of SEBI that mandate cyber security confrol

fequirements

11 IstheAl/ ML system included i the system aud if applicable?

12 Describe the application / system and how it uses Al / ML as porrayed in the

product offering

13 What safeguards are in place to prevent abnormal behavior of the Al or ML

application / System

NA/Yes/NO

free text ield

free text ield

Al & ML report status

Delete

Delete
Delete
Delete
Delete

Delste

User Type

DP IT Official
DP IT Official
DP IT Official
DP IT Official

CISA Auditor

° Status

°Audit Type

Fetch Details

Values
it v
il ! (LTI /
4
Yes
4
No
4
No
4
yes
4
sdfsdfdfdssddggdfimik
4
dvdigmivkmdfidgfkivme
4
fogkkerregnkfivmm f
4
digdignooluihg rht i g &
4
Yes
4
gfmgrmvokmg
4
gy
4
Figl11l

Mobile No.
9967139008
1335544228
TIT7777777
5555555555

9999999999

@ View Report

REPORT STATUS

O View File

Email ID
vikasd@cdslindia.com
saritay@cdslindia.com
hemantm@cdslindia.com
sameerm@cdslindia.com

vikasd@cdslindia.com

CYBER ARTIFICIAL INTELLIGENCE AND MACHINE LEARNING REPORT v

Fig1.12
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Quarterly Cvber Incident report

C::) Central Depository Services (India) Limited

Convenient * Dependable * Secure

AUDIT APPLICATION

Select Audit Type CYBER INCIDENT REPORT hd
Select Audit Month December-2020 g
Select DP / RTA 89500 - AMTIGER CONSULTANTS PRIVATE LIMITED v
Confirm
Fig. 2.1

CYBER INCIDENT REPORT

B Audit Type CYBER INCIDENT REPORT B DP Name(ID) 89900 - AMTIGER CONSULTANTS PRIVATE LIMITED
B Audit Month 202012 B Period Oct-2020 to Dec-2020
B Schedule No 2020121406 BoriD 89900

Last date of Submission 15-Jan-2021
INCIDENT REPORTING FORM

ANNEXURE |

Designated Officer can save multiple incident report which occurred during the respective
quarter.

- Whenever DP saves the record new incident ID will populate in system.

- Once Designated Officer click on “Submit” button then DP will not able to save / modify

the record.
- DP can upload supporting documents into the system.

- After generating Incident report, DP needs to attach digital signature in the report
and upload in system. Once digitally signed report uploaded in system, system will
automatically close the report.
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Last date of Submission 15-Jan-2021

INCIDENT REPORTING FORM

1. Letter/Report Subject

NAME OF THE DEPOSITORY PARTICIPANT 89900 - AMTIGER CONSULTANTS PRIVATE LIMITED UniguE INCIDENT No. :- 2
NAME oF DEPOSITORY osL Financial Year = 2020-2021
Memeer ID / DP ID 89900

2. Reporting Periodicity Year
QUARTER 3 [ OcT-2020 1O DEC-2020 ]

3. Designated Officer (Reporting Officer details)

* Name * ORGANIZATION

Name Organization name
TITLE Title “ EMAIL Ip Email ID
PHone / Fax No. Phane / Fax No " Mosie Mobile
ADDRESS Address
Fig. 2.3
ANNEXURE |

1. Physical location of affe:

Physical location of affected computer / Network and name of ISP

2. Date and time incident occured

dd-MMM-yyyy

3. Information of affected system

IP ADDRESS IP Address ComPUTER / HOST NAME

LasT PatcHeD / UPDATED OPERATING SYSTEM (INCL. VER / RELEASE NO.)

dd-MMM-yyyy

HarDWARE VENDOR / MODEL Hardware model

O Puisking [ Wessite Deracement [ Bot/Borwer [ Distriguten Denia o Service(DDos) [ SociaL EncineeriNG
[ Nerworxk scanning / Proging Break-in/Roor [ System Misuse [ Eman Seoorine [ User Account Compromise [ Tecunicat VuLnera
[ Virus/Maticious Cope [ Spam ) Demiaor Service(DoS) [ WessiTe inTrusioN [ IP SeocrinG

5. Description of Incident
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