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SUBMISSION OF ANNUAL SYSTEM AUDIT REPORT, INCIDENT/ QUARTERLY 

REPORTING OF CYBER-ATTACKS, THREATS AND REPORTING OF 

ARTIFICIAL INTELLIGENCE (AI) AND MACHINE LEARNING (ML) APPLICATION 

AND SYSTEMS USED BY DPS 

Reference is drawn to the following SEBI Circulars mentioned in Table I below: 

 Table I: 

SEBI Circular 

Date 

SEBI Circular No. Subject 

December 03, 

2019 and 

October 15, 

2019 

SEBI/HO/MIRSD/CIR/PB/2018/147 

 SEBI/HO/MIRSD/DOP/CIR/P/2019/109 

Cyber Security & Cyber 

Resilience framework for Stock 

Brokers / Depository 

Participants and its 

Clarification 

January 04, 

2019 

SEBI/HO/MIRSD/DOS2/CIR/P/2019/10 Reporting for Artificial 

Intelligence (AI) and Machine 

Learning (ML) applications and 

systems offered and used by 

market intermediaries 

As per the above SEBI Circulars, following reports as mentioned in Table II are required to be 

submitted by the DPs to CDSL. 

 Table II: 

Report Periodicity/ Frequency Format 
Due Date for 

submission by DP 

Reporting of Cyber-attacks, 

threats 

Immediately on 

occurrence of the 

incident and Quarterly 

Format prescribed 

in SEBI Circular 

15 days after expiry 

of the quarter 

System Audit Report Annually Checklist points 

given in SEBI 

Circular 

3 months from the 

end of Financial 

year 

Reporting for Artificial 

Intelligence (AI) and Machine 

Learning (ML) applications 

and systems  by market 

intermediaries 

Quarterly Checklist points 

given in SEBI 

Circular 

15 days after expiry 

of the quarter 
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 For Cyber incident and AI & ML report, following is the submission schedule. 

Schedule Month Quarter Period 
Last Date of 
Submission 

March Apr – Jun 15-Jul 

June Jul – Sep 15-Oct 

September Oct – Dec 15-Jan 

December Jan – Mar 15-Apr 

  

SEBI has vide circular no. SEBI/HO/MIRSD/DOP/P/CIR/2021/559 dated April 29, 2021 granted 

relaxation in timeline for Reporting for Artificial Intelligence (AI) and Machine Learning (ML) 

applications and for submission of Annual System Audit Report for 31st March 2021 till 31st July 2021. 

 

The Manual for submission of the reports as mentioned in Table II above is enclosed as Annexure A 

– Manual 

 

Queries, if any, regarding this communiqué may be addressed to CDSL-Audit: (022) 2305 8679 / 

8678/ 8515 or 8513. 

 
sd/- 
  
Latha Nair 
Assistant Vice President – Audit, Inspection & Compliance 
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Manual for Submission of Annual System Audit Report, Incident/ Quarterly reporting 

of Cyber-attacks, threats and Reporting of Artificial Intelligence (AI) and Machine 

Learning (ML) application and systems used by DPs 

 

     

DPs are required to access the CDSL AuditWeb https://auditweb.cdslindia.com/Login.aspx 

 

The DP can login into the same by using their Login credentials.  

After logging in, the DP is required to create 2 user login i.e. DP_IT_Official and 

CISA_Auditor. (Ref Fig. 1.1) 

 

  

For DP IT Official – The User ID will be  

DPID + “_” + All characters before “@” of email ID of the user. Eg: 89900_vikasd 

(vikasd@cdslindia.com) (Ref Fig. 1.2) 

https://auditweb.cdslindia.com/Login.aspx
mailto:vikasd@cdslindia.com
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For CISA Auditor – The User ID will be 

“CISA_” + All characters before “@” of email ID of the user. Eg: CISA_vikasd 

(vikasd@cdslindia.com). (Ref Fig. 1.3) 

 
  

Different 2 logins are introduced in system 

 

 

 

mailto:vikasd@cdslindia.com
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DP IT Official / CISA Auditor registration form 
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Forgot Password – To get password, click on Forgot password.  

 

The Password will be emailed to the registered email ID of the User. 

 

Change Password 
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Submission of Annual System Audit Report 

 

 

 

 

- In Cyber annual report. All sections are divided into separate section as per given 
report format of SEBI-Annual report. (Ref  Fig 1.11) 

- System have provision to Save the Cyber annual report section wise either 
DP_IT_Official save the details section wise or to save entire details on one click. 

- As per requirement, If Auditor Comments are selected as “NO” by DP_IT_Official 
then the Description of Finding/ Observation is mandatory. System allows 750 
characters. 

- CISA_Auditor needs to fill-up management comments If Auditor Comments are 
selected as “NO” by DP_IT_Official. 
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- DP_IT_Official needs to upload Annual report. If DP_IT_Official tries to submit the 
report to CDSL without attaching annual report then system will not allow to submit 
the report. 
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Cyber Annual report status 
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Reporting for Artificial Intelligence and Machine Learning 

 

 

 

 

 

 



 

 

P a g e  9 | 11 
 

 

 

AI & ML report status 
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Quarterly Cyber Incident report 

 

 

 

 

 

DP IT Official can save multiple incident report which occurr during the respective quarter.  

- Whenever DP saves the record new incident ID will populate in system.  

- Once DP IT official click on “Submit” button then DP will not able to save / modify the 
record. 

- DP can upload supporting documents into the system. 

- After generating Incident report, DP needs to attach digital signature in the report 
and upload in system. Once digitally signed report uploaded in system, system will 
automatically close the report. 
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